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Abstract
In copy move forgery, some area of image is copied and pasted elsewhere in the same image. This may contain two motives, either
to increase number of objects or to hide objects. In this paper, we propose a fast copy—rotate-paste image forgery detection method
using rotation invariant property of Zernike moments (ZM). We have focused on those images where number of objects as a result
of forgery, gets increased. We performed connected component analysis before block matching to reduce time complexity and for
more reliable results. The fraudster attempts to make its appearance more like original. Copied portion can be scaled, rotated or
colored before pasting it. To overcome these problems ZM is used. Experimental results show that the proposed image forgery
detection method performs better for rotated and scaled blocks.
© 2015 The Authors. Published by Elsevier B.V.
Peer-review under responsibility of organizing committee of the Eleventh International Multi-Conference on Information
Processing-2015 (IMCIP-2015).
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1. Introduction
With the development of Internet and image processing techniques, images are easily available and can be smoothly
tampered using some commonly and freely available softwares, such as Paint, Photoshop and PhotoImpact. In this
world of social networking, images are being posted on various websites after some manipulations. If an image is
tampered for a false motive then this comes under “Image Forgery”.
Image forgery has a great impact on information and multimedia security, which is now becoming an item of
profound concern for e-commerce and e-governance around the globe. Miscreants may alter or tamper any pictorial
information for their illicit gains, and can present it as evidence to security agencies, and in courtrooms, etc. Therefore,
the images found on the internet should be checked against their authenticity.
Image Forgery has also inﬂuence on a wide range of ﬁelds like Journalism, Medical Science, Research ﬁeld etc.
These ﬁelds have impact on wide range of population. Even some incidents have made national and international
issues because of which People’s way of thinking has started to change towards Digital Images. Need has therefore
arisen to cop up with this problem. The Main reason behind image forgery is rapid decrease in cost of Image capturing
hardware and image manipulating software which brings image forgery from hands of professionals even to a layman.
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Fig. 1. Image composition.
It is quite clear that if we want to restore the trust in images then we need to take some immediate steps to check their
authenticity.
In the Fig. 1, photos of Mr. Kerry, famous US Senator and Hollywood actress Fonda are shown. Third photo, herein
is reported in various newspapers depicts that both of them are giving together their views against an Anti-Vietnam
Group. It was found later that this image was not original but tampered. Thus two different images from different
source were merged to give a false impression. Because of increasing number in such type of incidences, it has ended
the faith of common man in images.
We get daily acquainted with digital images in number of different ways. Everything around us uses digital images.
These include social media, magazines, research papers, social networking sites on which image forgery is being used
by many to defame certain people very extensively.
2. Copy-Move Forgery
Copy Move forgery attack is used pretty frequently. In this attack the fraudsters usually copy a part or parts of an
image and paste the same elsewhere onto same image. One of the important motives behind this act is to hide some
important information. Similarly, it can be used to add some extra information to disguise viewers. Figure 2(a), is an
original image illustrating presence of a truck and jeep in the picture. Simultaneously, in Fig. 2(b) which is a doctored
image, the truck is covered by bush of leaves. Bush of leaves are copied from same image and pasted over truck.
Hence, information about truck is hiding from the picture. Another objective of fraudsters is well described in Fig. 3.
Part (a) of Fig. 3 is original image, showing three tanks but doctored image in Fig. 3(b) is showing four tanks. This
is an example of false information addition. We are mainly focusing on detection of such forgeries. There are various
ways in which such type of forgery can be inﬂicted. Some of the motives behind these forgeries may be any one or
more of the followings:
• To display a false crowd.
• To hide or remove some information.
• To show a particular area in abundance.
• To copy electronic chip set designs.
In this paper, we propose a copymove image forgery detection method using Zernikemoments (ZM).While pasting,
the copied region may be rotated or scaled. To hide the irregularity of the copied and pasted regions, the fraudsters
often blur the edges to minimize the trace of forgery. However, an original image may contain two or more similar
regions as such but the method could detect it as forged one. Some forgery detection method in such a case yields
wrong results.
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Fig. 2. Information hiding type of region duplication. Fig. 3. False information insertion type of region duplication.
Most of the current research ﬁnds similarity between the blocks of an image or measure inconsistency of noise
pattern between the blocks to detect forgery. The proposed method in this paper utilizes the similarity pattern between
the blocks.
Image forgery detection can be divided into two parts. At ﬁrstly, active techniques embed some sort of marks
(watermark, extrinsic ﬁngerprint) into the image contents. At the time of image authentication, inserted watermarks
are checked about its originality. This approach fails when there is no watermark in the attacked image. It motivated
the need of passive techniques for validating the authenticity of digital contents.
The simplest and now obvious detection scheme to copy-move forgery detection is exhaustive search1, in which an
image and its all cyclic shifted versions are overlaid looking for closely matching regions. Yet this approach is limited
to small images due to high computational complexity. In the same paper author describes autocorrelation to detect
copy-move forgery, but it does not work well for small forged areas.
Popescu et al.2 proposed a method to use Principal Component Analysis (PCA) Themethod is robust to compression
upto JPEG QF of level 50 and noise addition with SNR in the range of 36 dB to 29 dB. However, this method did not
work well for manipulations such as rotation and scaling of copied area before pasting.
Some papers reported to have used various transforms to detect the forgery. Bashar et al.3 proposed a method using
coefﬁcients of a discrete wavelet transform (DWT). Haar-Wavelets were used to calculate these features. Bayram
et al.4 device a new method in which they used the Fourier-Mellin Transform (FMT) for generating feature vectors.
SIFT5 based copy-paste forgery detection is also an attempt to detect copy-paste forgery. However, SIFT fails for
smooth uniform background in the image.
Average of red, green and blue components of an image has been taken as features in works reported in6 and7.
Additionally, Luo et al.6 divides each block in various sub block and uses directional information of blocks (LUO)
while Bravo-Solorio et al.7 consider the entropy of a block as a discriminating feature. Lin et al.8 computed the average
grayscale intensities of a block and its sub-blocks. Wang et al.9 used the mean intensities of circles with different radii
around the block center (CIRCLE). Seung-JinRyu10 calculated the Zernike moment of image blocks in spatial domain
as regional feature. Zernike moment is used for its rotation invariance property. For the uniform and less textured
background, this algorithm fails in respect of false contents of the detected results. The accuracy of this algorithm is
reduced signiﬁcantly for such cases. We are proposing a method which can detect duplicated region even in uniform
and less textured region. Methods are described in the following sections.
3. Rotation Invariant Feature: Zernike Moment
There are various invariant moment functions but Zernike moment shows a good and superior result. Zernike
moment is used here for its rotation invariance property. Zernike moments are insensitive to noise and information
content. In this section mathematics of Zernike moment and its rotation invariance property is discussed.
Zernike14 introduced a set of complex polynomials which form a complete orthogonal set over the interior of the
unit circle, i.e., x2 + y2 = 1. These polynomials can be described as in eq. 1.
Vnm(x, y) = Vnm(ρ, θ) = Rnm( jmθ) (1)
Constraints and notations: n is a positive integer, m is any integer with following conditions:
n − |m| → even and |m| ≤ n.
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ρ is the length of the vectors from origin to current position (x, y).
θ is the angle between Vector ρ and x axis in counter clock wise direction.
Zernike radial polynomial is described as:
Rnm(ρ) =
(n−|m|)/2∑
s=0
(−1)s (n − s)!
s!
(
n+|m|
2 − s
)
!
(
n−|m|
2 − s
)
!
ρn−2s (2)
These polynomials satisfy condition of orthogonality.∫∫
x2+y2≤1
V ∗nm(x, y) · Vpq(x, y)dxdy =
π
n + 1δnpδmq
δab =
{
1 a = b
0 otherwise
(3)
Zernike moments are the projections of the image function onto these orthogonal basis functions. Zernike moment of
order n with repetition ‘m’ for a continuous image function f (x, y), that vanishes outside the disk is
Znm = n + 1
π
∫∫
x2+y2≤1
f (x, y)V ∗nm(ρθ)dxdy (4)
As digital images are considered for the presented work therefore equation 4 can be represented as:
Znm = n + 1
π
∑
x
∑
y
f (x, y)V ∗nm(ρθ) (5)
with x2 + y2 ≤ 1.
Zernike moments of any image is calculated with the help of equation (5). In order to calculate ZM the center of
the image is taken as origin. Pixels coordinates are mapped into the region of the unit circle as described earlier. All
pixels within the unit circle are considered for the computation of ZM.
A discrete function fˆ (x, y) is reconstructed whose moments exactly match those of f (x, y) upto the given order
nmax.
fˆ (x, y) =
nmax∑
n=0
∑
m
ZnmVnm(ρθ) (6)
It should be noted that as nmax tends to inﬁnity, fˆ (x, y) would approach f (x, y).
Proof for rotation invariance property of Zernike moment is given below:
Let us consider a rotation of the image by an angle α. Then rotated image can be represented as in eq. 7.
f´ (ρ, θ) = f´ (ρ, θ − α) (7)
Zernike moment expression as in eq. 4 in polar coordinate:∫∫
A
ϕ(x, y)dxdy =
∫∫
G
ϕ(p(ρ, θ), q(ρ, θ))
∂(x, y)
∂(ρ, θ)
dρdθ (8)
where, ∂(x,y)∂(ρ,θ) is the Jacobian of the transformation.
i.e.,
∂(x, y)
∂(ρ, θ)
=
[
∂x
∂ρ
∂x
∂θ
∂y
∂ρ
∂y
∂θ
]
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For x = ρ cos θ&y = ρ sin θ . The Jacobian becomes ρ.
Hence,
Znm = n + 1
π
∫ 2π
0
∫ 1
0
f (ρ, θ)V ∗nm(ρ, θ)ρdρdθ
= n + 1
π
∫ 2π
0
∫ 1
0
f (ρ, θ)Rnm (ρ) exp(− jmθ)ρdρdθ
Now the ZM of the rotated image,
Z ′nm =
n + 1
π
∫ 2π
0
∫ 1
0
f (ρ, θ − α)Rnm (ρ) exp(− jmθ)ρdρdθ
if θ1 = θ − α
Z ′nm =
n + 1
π
∫ 2π
0
∫ 1
0
f (ρ, θ1)Rnm(ρ) exp(− jmθ1 + α)ρdρdθ.
Z ′nm =
n + 1
π
∫ 2π
0
∫ 1
0
f (ρ, θ1)Rnm(ρ) exp(− jmθ1)ρdρdθ1 · exp(− jm(α)).
= Znm exp(− jm(α)).
Hence, we can conclude that ZM of rotated image function remain identical to those before rotation. Only phase shifts
magnitude don’t alter while rotating an image.
4. Proposed Methodology
The ﬁrst part of proposed methodology is strictly dedicated for that forgery in which number of objects is falsely
increased during attack i.e. an object is copied and pasted on the same image.
Figure 4 is a ﬂow chart of proposed methodology. Firstly, Images are converted into gray level to reduce complexity.
For images containing uniform patches like sky in Fig. 5 we followed a step of removal of uniform patterns. Rest of
the process is robust for both uniform and textured images.
Fig. 4. Flow chart of proposed methodology.
Fig. 5. Copy move in less textured area.
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Fig. 6. Samples forged images from data set.
4.1 Uniform patch detection and removal
There may be some cases in which, uniform patterns may be present in pictures as shown in Fig. 5. These uniform
(same color patches) patterns result false detection of copy moved area. In this section, we are focusing on the forgery
caused by copying and pasting objects present in the image to increase in the number of the same object. In this case,
uniform background is not involved in forgery.
Let us consider image function (x, y). We just match I (i, j) pixel (any seed pixel) with its 8-connected components.
Intensity difference with each 8-neighbors is calculated and mark those pixels which is within a difference of preset
threshold a color. Positions of all marked pixels are stored in a separate array. Repeat same process for all same color
marked pixels one by one in a breadth ﬁrst manner until no other pixel can be marked. Above procedure will also be
applied for other unmarked pixels in the image till all the pixels are marked with a color. For each iteration a new color
is assigned. After visiting all pixels we can get uniform patterns present in the image based on the threshold. This
process will yield various clusters in the form of array. Clusters with higher number of pixels can be discarded for the
block matching algorithms as it may come under uniform patches. Detail algorithm is shown later.
We used following algorithm to get connected components and on the basis of longest connected component we
discarded uniform background.
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By adapting this process, a set of pixels are left which may be under attack and besides taking whole pixel
information of same image, this residual pixels are under consideration for next steps. Overlapping blocks of images
are used to extract features. Only blocks which contains information of the residual after uniform patches detection
will be considered for feature extraction.
If we consider highly textured background then this step should be avoided and whole image can be considered for
feature extraction.
4.2 Calculation of Zernike moments and similar block estimation
Consider an Image of size M*N with overlapping blocks of size B ∗ B . It is required to choose block of odd size
so as to get a center which could be used during Zernike moment calculation. Assume that the forged portion is more
than the size of block. It is noted that Blocks will be reduced in number in the case of uniform background images.
Otherwise consider all (M − B + 1) × (N − B + 1) overlapping blocks. B ∗ B is the size of block.
To compute the Zernike moments12 of a given block, the centre of the block is taken as the origin and pixel
coordinates are mapped to the range of the unit circle. Those pixels falling outside the unit circle are not used in the
computation. Zernike moment of each block is calculated and vectorized as follows.
After calculation of Zernike moment for each blocks we ﬁnd a set of moments.
Z = {Set of Vectorized V (i, j) for each block}.
Then, the set Z has the main features to be matched for detection of suspicious region(s). The row wise entries are
then lexicographically sorted and stored in Zsorted.
Thereafter, Euclidian distance between two adjacent rows is calculated. If this calculated distance for each set of
consecutive rows is found less than a threshold then the region may be a case of copy move.
4.3 Neighbour block matching
As in11, to avoid false matches due to similar Zernike moment of two adjacent pixels a distance threshold can
be used. We used a method of neighbour match to avoid small matches. For a suspected pair of blocks, the system
compares features of nearby blocks of both of the blocks of a pair which are at the same vector distance from the
corresponding block.
Neighbour match is done by matching neighbours of two matched blocks. We took those blocks as forged where 50
percent of 8-neighbor block is matched.
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Table 1. Precision and recall of detection of forged area with speciﬁc angle of rotation.
Degree Precision Recall
No Rotation 0.81 0.95
20 0.84 0.87
40 0.86 0.78
60 0.89 0.72
80 0.91 0.78
100 0.83 0.86
120 0.88 0.80
140 0.90 0.81
160 0.94 0.73
180 0.91 0.90
Table 2. Comparison with other methods especially for uniform background images.
Average precision Average recall
SIFT5 0.7 0.6
FMT4 0.56 0.45
Zernike Moment10 0.8 0.8
Subblock11 (copy rotate cases are not included) 0.78 0.70
Proposed method 0.92 0.94
4.4 Post processing
To make results more clear, we can perform a limited number of erosion of resultant image followed by dilation
with the same number of times to remove false and small blocks. This process makes images more accurately depicting
the forged area. We have performed two times of erosion and dilation.
We have performed experiment on 100 copy move type of tampered images. We have a different set of 100 Copy
Rotate Paste forged images without after manipulations.We chose images of size 400×300 to keep low computations.
Block size may vary from b = 8 to 24. Results are analysed on the basis of precision and recall of the proposed
algorithm.
Precision = (Tampered Region ∩ Detected Region)
Detected Region
Recall = (Tampered Region ∩ Detected Region)
Tampered Region
To check efﬁciency of proposed algorithm a test has been performed on CRM type of tampered images. In given image
tampered regions are rotated by some angle and then pasted onto the same image. As shown in Table 1, results are
good in terms of precision and recall.
As we proposed connected component removal for uniform background with the assumption that no tampering is
done using this portion. For such type of images as shown in Fig. 6, the result obtained are computationally fast and
this reduced chances of false matching Fig. 7. For such images, we compare our result with many other methods and
found comparatively better results as shown in Table 2.
We tested this method for 50 images with uniform background. The result obtained was much convincing. It reduces
false matches in the image.
Following is the comparison of the same method with connected component discard. The proposed method shows
best results among all existing methods.
The proposed method is found robust to other attacks like Gaussian noise insertion for different SNR. The result
gave prominent result for lossy compression attacks too as claimed by10.
The proposed method is found robust to other attacks like Gaussian noise insertion for different SNR. The result
gave prominent result for lossy compression attacks too as claimed by10.
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Fig. 7. Result of images from dataset. As shown in (Fig. 6).
Figure 7 is the output of the proposed methodology on our sample images shown in Fig. 6.
5. Conclusion
In this paper we used connected component detection to ﬁnd out the similar patterns assuming that it is not involved
in forgery. Zernike moment is used as a rotation invariant feature to make our algorithm robust to rotation. The results
are found very prominent for the case of increase in the number of objects. The result is faster and accurate other than
existing methods. Our approach is also robust to noise, smoothening and loss compression up to an extent.
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